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Introduction

Tablets, iPads, and Smart Phones provide a variety of
interesting activities and great educational opportunities for
young people.
However, it is important to be aware of what these devices can
do and who your child can communicate with while online. You
should speak with your child to help them to use online
technology in a safe and positive way.

Today was my first day of school after the summer
holidays.
I was excited to see my friends, but I felt left out. All my
friends have tablets and they spend all the time playing
with fun apps. I am the only one that does not have one.

When I arrived home, I started dreaming about all the
things I could do if I had a tablet. I would be cool like my
friends and I wouldn’t feel left out again.

After talking to my parents about buying me a tablet as
my birthday present, they gave me the best surprise ever,
I still cannot believe it!

My dream came true and my mummy gave me a tablet
today. I am so happy! I tried to use some of the apps
when we were together, but my mum doesn’t know how
to use apps at all, especially Instagram. I will have to learn
from my friends!

I spent the evening on my tablet, and I discovered so many
apps! I've already created my profile on Snapchat, Instagram,
YouTube, WhatsApp, Roblox and TikTok. I cannot wait to use all
of them!

When I arrived at school today, I showed my new tablet to my
friends and they invited me to play with them online after
school. It feels fun to be a part of their group.
I posted some photos on Instagram and learned how to do
“stories”. “Stories” are videos or photos that you can upload on
your profile and will last 24 hours for everyone to see. It is
really fun!

That evening after I came back from school and had
dinner with my parents, I chatted to my friends online
and we decided to play some online games.

A friend of mine called Lara knows all about Instagram. She says
she is an expert. I spent all evening posting funny photos,
random videos and chatting with her. I received lots of
comments from online people saying they loved my videos.

The next day, when I got home after school, I played
online with my friend Lucas. We decided to play Roblox.

My friend Lucas knows all about Roblox. He told me that you
can design your own games and also play lots of different
games created by other users. It sounds really fun!

The next day at school it was Internet Safety Week.
Internet Safety Week is on the second week of February,
every year. During that week, children across the world
learn how to keep safe online by doing lots of interesting
activities at school.

During one of our internet safety classes, our teacher
explained different ways to keep ourselves safe online:

-

Don't talk to strangers — or meet them.

-

Do not accept online messages from strangers.

-

Keep personal information limited such as the name

of the school.
-

Choose strong passwords.

-

Keep your privacy settings on.

While I was doing some homework on my tablet, I felt like
I was missing chatting to my friends online. I decided that
I would do my homework a bit later so I could spend
some time on Instagram.

All of a sudden, someone I didn’t know messaged me and
started to ask me lots of questions like:
“I love your pictures. What is the name of the school you
go to and where do you live?”.
He also said that he had viewed all my pictures and liked
them a lot. He asked me if we could be online friends.

Then I remembered all the things we discussed in class during
the Internet Safety Week. One of the main things was:
1.

Do not accept online messages from strangers.

2.

You must never give personal information to strangers.

3.

Never meet with an online friend in person.

4.

If we ever feel unsafe or not sure we should tell an adult

immediately.

I told my mother what had happened. I told her that
someone I didn’t know messaged me and asked me the
name of the school I go to and where I live.
At first my mother was shocked and worried but at the
same time I was glad I had spoken to her.
The first thing she realized is that she didn’t know that
strangers can find your profile online and send you
messages. Then, she felt bad about not knowing enough
about online apps and internet safety.

The next morning while my mum held my hand and told
me that she would make sure she also learned all about
internet safety in order to keep us all safe online.
Then I told her my school had a special class for mums
and dads and they could also learn about being safe
online. She thought this was a great idea, so I convinced
mum and dad to go to my school to learn all about the
internet, apps, social media and how to keep safe online.
Now I can be safe online if we all follow the rules!

Social Media App Guide for Parents
Snapchat

Snapchat is a messaging app that is popular with teenagers and even
children which allows sharing user-generated photos, texts and videos,
i.e. ‘Snaps.’ Once a ‘snap’ is sent to someone else, it can last on the
screen of the receiver for a matter of seconds before disappearing.
There is also a feature called ‘Snapchat story’ where you can put your
‘snaps’ on your ‘story’ for more than one person to see for 24 hours.
What can I do on Snapchat?
❖
❖
❖
❖
❖
❖
❖
❖

Send images to your friends, and once it’s viewed, it’s gone forever!
Users “Snap” a photo, video and send it to a friend.
Add a text message or fun filter.
Choose how long the message will appear.
Choose who you will send the message to.
Once the message is viewed, it is deleted.
Once every day, a user can choose to replay a video message.
You can make stickers.

❖
❖
❖
❖

You can collaborate with your friends.
You can add filters to jazz up your snaps.
There is a Snapchat’s safety centre.
Snapchat also has guidance for parents including safety tools.

Keeping safe on SnapChat?
Beware you can screenshot any message!
▪
There is a blocking feature, so the blocked person can’t see your
Snapstory or send snaps.
▪
Privacy settings mean only friends can view your snaps.
▪
If an unknown person sends you a snap, you will get a notification.
▪
If you are harassed, bullied or at risk of grooming or exploitation,
you can report on this link.
▪
Location in Snapchat is shown in Snap Maps, be aware of the three
options for who can see your location, i.e. only me, select friends and my
friends.
▪
Keep your location private.
▪
Don’t give out personal information over Snapchat.

WhatsApp

WhatsApp is one of many free mobile messaging apps which allows
users to send and receive messages, images and videos to their existing
phone contacts, using an internet connection.
The age restriction is 16 but many children under this age can partake in
group chats. WhatsApp users can create groups and send messages to
many of their friends at the same time. Conversations are often
unmoderated so your child could be exposed to inappropriate, explicit
and even intolerant ideologies.
What can I do on WhatsApp?
Send messages, images and videos.
❖
❖

You message one to one or a group.

❖

You can video chat with a contact.

❖

You can voice record a message.

❖

You can share your live location for up to 8 hours.

How do I keep safe on WhatsApp?
▪
Privacy settings are to control who can find your profile picture
and your status, or when you were last online, which can be adjusted to
control who can see your profile picture.
▪
Blocking: You can block specific contacts from interacting with you
on WhatsApp. If you block someone, they can no longer send you a
message.
▪
Reporting: You can report content to WhatsApp, although they
state it is better to go to the police if you believe your child’s safety is at
risk.
▪
Take screenshots of the offending text/picture/video to provide as
much information as possible.
▪
Spam: Should you receive a message from an unknown number,
you will be immediately asked if you know this contact or if you would
like to report it as spam.
▪
Be aware of other unmoderated messenger apps, where the chats
may contain explicit and unsuitable content for young people or children.
▪
Extremists and groomers also use unmoderated encrypted
platforms and messenger chats to target children or vulnerable young
people.

TikTok

TikTok allows you to share 60 second short videos with friends, family or
the entire world. It is most popular with under 16s. It has also now
become the most downloaded app of 2019 and 2020.
The minimum age for this app is 13, according to TikTok’s terms and
conditions. Many primary aged children use TikTok and bypass the age
restriction. TikTok asks for your date of birth when you sign up so if your
child is using TikTok and they are under 13 years old it means they have
added an incorrect date of birth.
What can I do on TikTok?
❖

Videos featuring comedy sketches or lip-syncs featuring the latest

songs or voices over extracts from films.

❖

If you download the app, you can instantly see the videos that

others have posted but you can’t share or post anything until you have
set up your own account.
❖

You can add people to your network, and only friends or followers

can message you.
❖

To keep a user from sending you a private message, unfollow or

remove them from your followers. The feed highlights what is going on in
your community and shows tailored recommendations.
What are the main risks with TikTok and how do I keep safe?
▪
▪
▪
▪

Set the account to private or anyone can access the content.
Enable the Digital Wellbeing settings on the TikTok app.
Know the community guidelines and be Share Aware
Be aware of explicit songs and content on the app.

Instagram

Instagram is a free photo and video sharing app where you can upload
photos or videos and share them with followers or with a select group of
friends who can also view, comment and like posts shared by their
friends on Instagram.
You must be 13 or over but many younger children are signing up for
Instagram and can be encouraged by product campaigns to keep their
profiles public and discourage privacy settings.
Take these steps to ensure your child’s profile is as safe as possible,
starting by immediately setting it to private. There are three options when
posting content: public, private, or direct.
You can tag a location when posting a photo or video, but these carry
risks if the post is public.
What can I do on Instagram?
❖
❖

Set privacy settings for videos and pictures on your profile.
Instagram is a free photo and video sharing app.

You can upload photos or videos.
❖
Share them with their followers.
❖
Share with a select group of friends only.
❖
Photos or videos can be viewed, commented on, liked or shared by
❖
friends and followers.
Anyone 13 and older can create an account by registering.
❖
How do I keep safe on Instagram?

To keep safe, consider the following:
Unfollow, a user, if you don’t like the content or it’s unsuitable.
▪
Block a user and report if the content is inappropriate.
▪
Consider the keyword moderation tool to restrict words you
consider offensive or inappropriate.
▪
Check if your account is private (friends) or public.
▪
Report bullying, harassment or trolls.
▪
Make sure you are comfortable sharing your photos and videos.
Never do anything that feels uncomfortable.
▪
Users with a private account can remove any followers you don’t
know.
▪

YouTube

Unlike adults, YouTube is the preferred viewing platform for young
people and even children. The following growing trend of influencers
and vloggers both male and female can have a real impression on the
attitudes and behaviours of young people. According to a recent study,
85 percent of teenagers (ages 13–17) say they use YouTube, followed by
Instagram (72 per cent) and Snapchat (69 per cent).
What can I do on YouTube?

Be aware of inappropriate content
❖

Watch create and comment on videos.

❖

Create your own YouTube account.

❖

Create a music playlist, and even create your own channel.

❖

Have a public profile. Live stream.

How do I keep safe on YouTube?

1.
2.
3.

People can write mean comments.
You can see content that’s inappropriate.
There are a lot of adverts.

4.

YouTubers can be negative.

▪
▪
▪
▪
▪
▪
▪

Check the videos yourself but be thorough.
Turn on restricted mode.
Set up a family account.
Make a playlist.
Use an alternative site.
Keep the computer in view.
Monitor your child’s upload.

Roblox

Roblox is a popular gaming site and platform. Multiple players can interact
and play together online. There is a collection of games aimed at 8-18-year
old’s, where primary age children can interact with young adults, even older
individuals. Roblox is currently available on PC, phone, tablet and Xbox One.
What can I do on Roblox?
❖

Multiple players can interact and play together online.

❖

There is a collection of games aimed at 8-18-year olds, where primary

age children can interact with young adults, even older individuals.
❖

Games include delivering pizzas, to roaming a kingdom as a medieval

knight or starring in a fashion show.
❖

You can also create your own games and share these with others. This

variety is one of the reasons that Roblox is so popular with young people.

❖

Check safety features available on the service.

▪
It allows young people to communicate with others of any age via chat
facilities and friend requests which would enable communication outside
the parameters of the game.
▪
The content on Roblox is not always suitable for children.
▪
Children can run up costs on Roblox.
▪
Because it is user-generated, there can be extremely inappropriate
content on this platform, including sexual and violent content.
▪
Users or game creators can earn in-game currency via in-game adverts
which can be converted into real money.

Top Tips to Keep in Mind
Encourage your child to:
●
Ask permission to use the Internet.
●
Speak to you if they are worried about something online.
●
Use the computer in an open area or space.
●
Keep personal information safe such as names, addresses, dates
of birth.
You should:
●
Make sure you know every social media your child is using and
any new apps.
●
Know who your child speaks to online
●
Make sure every social media your family use has security
settings.
●
Monitor how long your children spend online and why.
●
Use child friendly search engines.
●
Regularly update plugins on your computer to keep it safe.
●
Understand gaming PEGI Ratings and ensure your child follows
them.
●
Learn about gaming and all the apps and social media your
children use.

Family Rules
●

We protect our passwords and personal information.

●

We post our family pictures with everyone’s consent.

●

We respect the privacy of our family and friends online.

●

We respectfully challenge anyone if they bully online.

●

We behave with respect online and ignore trolls.

●

We seek help if friends or family are in trouble online.

●

We respect time together IRL (In Real Life).

●

Our family time together is more important than phones, social

media or gaming.
●

We help each other understand online, apps and new devices.

Where to seek for help
Some organizations to ask for help and further information:

Places:

People you can approach:

●
●
●
●
●

●
●
●
●

School
College
Doctors
Police
Local Support Groups

Teachers
Trusted Adult
Community Worker
Health Professional

Follow us on our social networks
Twitter
@asianmumsnet
Facebook
@asianmumsnetwork
Web
http://asianmumsnetwork.co.uk

